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Summary: 
Modern production concepts generate a demand for reliable, fast and secure wireless communication 
solutions. Therefore, the current consumption should not increase highly due to additional security op-
erations. This paper shows a principle current measurement method exemplarily of a transceiver for IO-
Link Wireless protocol. The results show that the current consumption increases by about 316 µA when 
using hardware-based encryption features, whereby an experimental standard deviation of the mean 
values of about 15 µA was determined.    
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Introduction 
Reliable and secure radio-based communication 
systems are an important component for the en-
hancement of modern production concepts like 
Industry 4.0. An essential requirement, espe-
cially in an industrial production environment, is 
that fixed cycle times can be guaranteed even 
for secured transmissions, where security oper-
ations influence the power consumption and the 
timing of the data transmission of wireless trans-
mission protocols. 

Due to typical timing demands in the order of 
less than 1 ms and low power requirements of 
hardware modules, these investigations repre-
sent a demanding measurement task, because 
broadband measurements need to be realized 
with a high amplitude resolution.  

In this paper, the current consumption of the data 
transfer in plaintext and in ciphertext using a 
Phytec module based on a CC2650 SoC radio 
transceiver chip [1] is investigated. The IO-Link 
Wireless protocol is used because it directly ad-
dresses the special requirements in the field of 
production automation in terms of latency, relia-
bility and number of sensors [2]. 

Principle Measuring Method 
In the first step of the measurement, the internal 
shunt resistor of the current measurement de-
vice is used to find an indentation of the meas-
urement range. In the second step, an external 
exchangeable shunt resistor is used to achieve 
a better fitting measurement range for using the 
internal 18 bit ADC of the measurement device. 

In the third step, plaintext mode of operation is 
compared to cryptographic mode of operation.  
In the last step, a statistical evaluation is used to 
analysis the measurement accuracy.    

To measure the influence of the cryptographic 
algorithms compared to the plaintext mode or 
unencrypted operation, only every other down-
link, cryptographic operation is activated. In this 
way, within 10 ms three measurements with 
cryptographic operations and three with plaintext 
mode are recorded. Thermal effects are ne-
glected, because the effects are subtracted with 
the operation without cryptographic algorithm.  

Measurement Assessment 
To achieve a more accurate measurement range 
compared to the setup with an internal shunt, a 
measurement setup with an external shunt is 
used [3], as shown in Fig. 1. The external debug-
ger, which was connected to the Device under 
Test (DUT) is not shown here. 

 
Fig. 1. Setup of measurement 3] with external shunt 
according to [4, p. 32]. 
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A constant voltage source [5] provides a stable 
voltage supply for the DUT. The appropriate 
measurement range of 13.81 mA was chosen by 
selecting a shunt resistor, which was measured 
using a precision multimeter [6] to have a value 
of 3.259 Ω. The accuracy of the current meas-
urement can be approximated by using the data 
sheet of the power probe [4]. The appropriate 
type of current (DC or AC) has to be selected ac-
cording to the data sheet. Eq. (1) uses the AC 
version (10 Hz to 40 kHz) of the approximated 
measurement value, because the signal is char-
acterized as a pulsed DC signal, as in Fig. 2. The 
abbreviated symbols in eq. (1) characterize the 
measured current (𝐼𝐼𝑎𝑎𝑎𝑎𝑎𝑎,𝑍𝑍𝑍𝑍𝑍𝑍), tolerance of the ex-
ternal resistor with additional connectors (𝑅𝑅𝑡𝑡𝑡𝑡𝑡𝑡), 
the measurement range (𝐼𝐼𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟) and the internal 
ADC tolerance of the ZVC probe (𝐴𝐴𝐴𝐴𝐴𝐴𝑡𝑡𝑡𝑡𝑡𝑡).  

𝐼𝐼𝑎𝑎𝑎𝑎𝑎𝑎,𝑍𝑍𝑍𝑍𝑍𝑍 = 𝐼𝐼𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 ± [%𝑅𝑅𝑡𝑡𝑡𝑡𝑡𝑡
100% ⋅ 𝐼𝐼𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 + %𝐴𝐴𝐴𝐴𝐶𝐶𝑡𝑡𝑡𝑡𝑡𝑡

100% ⋅
𝐼𝐼𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 ] = 8.63 mA ± [0.4%

100% ⋅ 8.63 mA + 0.02%
100% ⋅

13.81 mA ]  =  8.63 mA ± 0.0373 mA .  (1) 

Theoretically, the 18 bit ADC can resolve 
105.35 nA steps over an input range of 
13.81 mA. Practically, assuming that the two 
least significant bits cannot be used, an ampli-
tude resolution due to amplitude quantization of 
421.4 nA over the input range is feasible.  

An example measurement of 16 bytes AES-ECB 
algorithm is shown in Fig. 2. A moving average 
filter smoothed the data over 125 samples. 

 
Fig. 2. AES-ECB encryption of 16 bytes using the on 
chip hardware accelerator. 

Each measurement consists of 445 data sets 
with each 50 k samples (at 5 MSa/s) recorded 
(2.225 G samples) and used for further calcula-
tions, as in [3]. 

Table 1 shows the statistical parameter of 10 
measurements each with 445 data sets.  
Tab. 1: Measurement Results. 

 Current Mean 
DUT 

Current Difference 
of crypto to plaintext  

Mean value 8.63 mA 316.2 µA 

Experimental 
Standard De-

viation 

15.2 µA 
 

25.0 µA 

Results 
The experimental standard deviation of the 
mean currents are factor 2.5 smaller than the ac-
curacy according to the data sheet of the meas-
urement equipment [4]. Furthermore, the exper-
imental standard deviation of the mean value is 
about two orders of magnitude larger than the 
theoretical step size of the ADC, thus, the quan-
tization effects like quantization noise have a 
negligible effect. The mean value of current dif-
ference is 316.2 µA (i.e. about 3.7 % of the mean 
value) and has therefore only a minor influence 
on potential battery life. The experimental stand-
ard deviation of the current difference of crypto 
to plaintext is 25.0 µA, which is significantly 
smaller than the mean current difference of 
crypto to plaintext.  

In a future step, the frequency spectrum needs 
to be evaluated, because the pulsed DC signal 
is not considered in the datasheet [4]. The ap-
proximation of an AC current with 10 Hz to 
40 kHz was used. However, the statistical pa-
rameter lead to a validation of the accuracy esti-
mation given in the datasheet [4].  
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