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Abstract 

We present a wireless, retrofittable smart sensor for continuous vibration-based condition monitoring and predictive 

maintenance of milling machines. The work is motivated by the need to detect specific conditions of the machine, like 

tool wear, to protect surface quality in high-throughput machining of large, costly parts. Our goal is to evaluate a low-

cost hardware solution that can be quickly applied to existing milling machines against a state-of-the-art system. Follow-

ing a methodical development cycle, we build a smart sensor including hardware and software components, acquire 

ground-truth data of milling with a sharp and a blunt tool, develop an edge-deployable AI model, implement the AI model 

on the smart sensor, and validate the implementation. Final deployment demonstrates reliable classification and actionable 

alerts, with comparative tests indicating monitoring quality comparable to a high-cost reference at reduced cost and inte-

gration complexity. Thus, the smart sensor can operate as a milling assistant, signalling worn tools with minimal instal-

lation effort and maximal data privacy. 

1 Introduction 

Damage or wear of milling tools causes deteriorated sur-

face quality of produced components. When machining ex-

pensive parts or at high speed, early detection of these ef-

fects is mandatory to minimize rejects and optimize the 

process. This motivates in-process assessment of milling 

quality using machine-integrated sensing.  

The application of sensors to detect tool wear has been ex-

tensively researched in the past. However, modern sensing 

technologies based on microelectronics and MEMS (mi-

cro-electromechanical systems) enable compact, wireless, 

and smart sensor systems, that can be realized at scale and 

deployed to a larger range of milling machines [1]. 

The implementation of advanced algorithms like neural 

networks on these devices even allow for complete offline 

processing, ensuring maximal data privacy and low la-

tency. Generating information on tool wear requires the in-

tegration of advanced signal analyses and sensors into the 

machine. Among the most sensitive measurands are cutting 

force, vibration and acoustic emission or even a fusion of 

these [2], [3]. With the goal of developing a scalable solu-

tion, our study puts a focus on vibration sensing, which can 

be integrated with a moderate effort.  

Wireless sensors alleviate retrofitting of monitoring sys-

tems to machines [4]. However, since vibration signal 

transmission requires high bandwidth, there is a motivation 

to integrate the signal analysis directly with the sensor and 

reduce transmission to relevant information needed for 

controlling the process. 

Artificial intelligence (AI) has proven useful for tool wear 

analysis in the past, however has not been implemented in 

commercial products widely yet. A prerequisite for the 

transfer of such from lab to the shop floor is the automated 

operation of the monitoring system and a user interface that 

provides useful information to the machine operator [5]. 

Thus, our development targets the integration of AI based 

signal analysis directly at the sensor to provide tool condi-

tion information to the user. 

With the introduction of Industry 4.0 and the industrial in-

ternet of things (IIOT), smart sensors, that integrate acqui-

sition, processing and communication capabilities have 

gathered significant attendance [6]. Low-cost MEMS sen-

sor hardware has been successfully qualified according to 

industrial standards [7]. Thus, consequently signal analysis 

should be implemented by low-cost systems, to enable 

scalable smart sensor systems for industrial use cases.  

In the following sections of the paper, we introduce the ap-

plied methods, including smart sensor design, experi-

mental set ups, AI model development and validation ap-

proach. After that, we present performance results obtained 

and close the report with a discussion and conclusion. 

2 Methods 

2.1 Design Methodology 

For building the smart vibration sensor we followed a pre-

viously introduced development cycle [8], that was applied 

before [9] allowing for efficient iterative design and rapid 

prototyping. The five steps of this methodical approach are 

as follows: 1. Ground truth data acquisition from the ma-

chine, 2. Data analysis of the obtained data, 3. Engineering 

of the smart sensor, 4. Validation in lab tests, 5. Integration 

into the target environment. This workflow allows all sub-

sequent development, testing and optimization after a sin-

gle data acquisition campaign.  

2.2 System Architecture 

The hardware base of the smart sensor is an Arduino Nano 

33 BLE Sense Rev2 as it is a compact cost-effective mi-

crocontroller board with BLE capabilities and acceleration 

sensor. The board is equipped with a nRF52840 (Arm® 

Cortex®-M4F, 256kB RAM) possessing sufficient compu-

tational power and memory to run fully quantized neural This work was partly funded by the Free State of Saxony within the 

Center for Prototyping and Test of AI systems. 
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networks. The on-board BMI270 is a digital MEMS-based 

Inertial Measurement Unit (IMU) and provides three axis 

acceleration measurements with up to 1600 samples/s and 

a selectable range of +-2g to +-16g.  

For wireless operation, we integrated a Li-Ion battery with 

charging module. A 3D printed enclosure shields the elec-

tronic system against environmental impacts like cooling 

liquid and manual handling. Two magnets on the base en-

able for rapid mounting on the target surface of a machine. 

The board is screw-mounted to the bottom of the housing 

with a tight mechanical coupling to the bottom magnets, 

ensuring optimal transmission of the vibration signals from 

the machine into the sensor element. As the system should 

also work offline, an external LED was added for immedi-

ate feedback. 

A custom sensor configuration for the BMI270 was up-

loaded to achieve the maximal sampling rate, by outputting 

raw data instead of processed g-values to speed up reading 

operation. The First-In-First-Out buffer of the IMU en-

sured continuous monitoring while processing or sending 

data. The maximal data output rate of 1600 samples/s was 

set at a range of +-4g. 

The obtained raw data in three axes is batched into maxi-

mum sized Bluetooth Low Energy payloads and send out 

with the minimal connection interval to a Raspberry Pi 4 

that structures and publishes it to a server. 

2.3 Experimental Setup and Data 

Acquisition 

To evaluate the smart sensor under real operation condi-

tions, we conducted face milling of a flat steel workpiece. 

The objective was to capture vibration data from different 

tool conditions, sharp and blunt, with the smart sensor and 

a reference system and compare their performance.  

The milling program executed two opposing roughing 

passes. First, the sharp tool machined from the right edge 

toward the center and machined the surface line after line. 

After an automatic tool change, the blunt tool mirrored this 

process from the left edge towards the center. To isolate the 

passes from each other, an uncut bridge in the center is left 

in between the milled surfaces. Cooling liquid was applied 

throughout the whole process. The total runtime was ap-

proximately 4 min, obtaining 1min 46s of active milling 

data for each tool condition. The parameters of the milling 

process are summarized in Table 1. 

Parameter Value 

Process Conventional face milling 

Tool 10 mm end mill (6 cutting edges) 

Radial depth of cut 60 % 

Axial depth of cut 2 mm 

Spindle speed 3500 rpm 

Feed rate 600 mm/min 

Table 1: Parameters of Milling Process 

As reference for the sensor performance a state-of-the-art 

system, the SKALI.KIT data acquisition system (devel-

oped at Fraunhofer IIS and Fraunhofer IZFP) was used to 

acquire vibration data from piezoelectric sensors and store 

it in the server. The accelerometer considered for compar-

ison was a uniaxial Kistler KS77C.100 at a sampling rate 

of 16kHz. 

Sensors were magnetically attached to a shoulder near the 

machine spindle. For evaluating the smart sensor perfor-

mance, the reference data was aligned during postpro-

cessing by down-sampling with a low-pass filter, DC re-

moval and temporal alignment through linear interpolation. 

The comparison of the sensors occurred in both time and 

frequency domain. 

2.4 AI Model & Embedded Algorithms 

Development 

The vibration time series data acquired from the smart sen-

sor was analyzed to identify meaningful features to use as 

input for the neural network. The most common features 

for vibration data in time domain and frequency domain 

were inspected. Frequency-domain analysis was priori-

tized over time-domain features due to clearer wear signa-

tures and embedded deployment feasibility. 

To mitigate mounting misalignment, only the z-axis spec-

trum (normal to mounting plane) was processed, which is 

not affected by in-plane rotations of the sensor. 

For a robust classification, we employ a compact fre-

quency-domain feature pipeline that is also suited for smart 

sensor deployment. From 512 samples, we apply Hanning 

windows with 50% overlap and compute the magnitude of 

the Fourier spectrum at a size of 64 bins as computing 

power and memory are limited in the Arduino. Given the 

previously obtained time series we yield a data set with 663 

training samples for each label. 

A fully connected neural network (TensorFlow Keras) con-

sisting of 64 input neurons, two hidden layers and a single 

output neuron was trained with 75:25 train/test split and 

Adam optimizer, using binary cross entropy for 40 epochs. 

Deployment of the neural network in the smart sensor re-

quired conversion to TensorFlow Lite for quantization to 

8-bit. The resulting model was translated to a C header file

and implemented into the firmware of the Arduino along

with the same feature pipeline. In the final smart sensor,

the classification results were signaled by the external LED

that activated at detection of a worn tool.

2.5 Validation in the Laboratory 

For testing the proper implementation of the signal pro-

cessing pipeline in the microcontroller with respect to the 

Python implementation that was used during model devel-

opment, a “known answer test” is conducted. After training 

and testing the algorithms on the PC, a prerecorded time 

series was processed both on the microcontroller and on the 

PC and the outputs of the feature generation pipeline were 

compared. Large differences in the feature vectors would 

indicate implementation errors. Also, the output of the AI 

model using the same features as input is compared. 

To evaluate the hardware implementation, the recorded vi-

bration time series obtained during milling were replayed 

on an electrodynamic shaker with 20kHz bandwidth and a 

closed control loop. Due to the stationary character of the 
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signals and the low latency of the implementation, 6 sec-

onds for each of the signals are sufficient to test the perfor-

mance of the proposed smart sensor. 

For the final deployment at the machine, the smart sensor 

with classification firmware was placed in the same loca-

tion as in the data acquisition phase and the milling pro-

gram was restarted. As accuracy metric for reliable classi-

fication the LED was tracked visually during the whole 

process. 

3 Results 

3.1 Measurements 

Figure 1 displays the spectrogram of the acceleration data 

in z axis obtained by the Arduino. During operation of both 

tools the signal exhibits significant excitation at the same 

harmonically spaced frequency bands, while there are low-

energy segments in-between caused by transition of the 

toolpath. The sharp tool causes lower magnitudes with ex-

citation at very defined frequency bands, while the blunt 

one exhibits higher excitation with less defined transitions. 

The active milling process is visibly divided by the reduced 

signal magnitude during tool change.  

Figure 1: Spectrogram of acceleration in z direction ac-

quired by the smart sensor displaying milling with a sharp 

tool (left) and blunt tool (right) 

3.2 Data Comparison 

Figure 2 presents the synchronized acceleration data from 

the smart sensor and the reference sensor (KS77C.100) 

over the first 5 seconds. Both signals show considerable 

agreement in the time domain, with similarities at transient 

events. After beginning of milling operation at about 3s, 

the amplitude of the smart sensor is slightly higher than the 

reference sensor. 

Figure 2: Acceleration data obtained from the smart sensor 

(blue) and the piezo sensor (orange) 

The differences in power spectral density of the smart sen-

sor to the reference sensor during the milling operation are 

depicted in Figure 3. Both capture the strong excitation at 

the specific frequency band mentioned before, while the 

Arduino exhibits a larger magnitude baseline and less var-

iation across the frequency spectrum. 

Figure 3: Power spectral density of piezo (orange) and 

smart sensor (blue) during milling process 

3.3 AI model Performance 

After training on the frequency spectrum data set, the neu-

ral network achieved a classification accuracy of 97% on 

the test set of 166 samples for each tool condition. Quanti-

zation of the model to 8-bit integers did not reduce the clas-

sification accuracy on the test set and produced identical 

results as before. 

True sharp True blunt 

Predicted sharp 156  0 

Predicted blunt 10 166 

Table 2: Confusion Matrix 

Accordingly, the confusion matrix in Table 2 demonstrates 

that all blunt tool samples were detected correctly while a 

small amount of sharp tool data was classified as blunt. The 

only outliers are 10 false positives, where sharp tool vibra-

tions are misclassified as blunt during low-energy seg-

ments when the toolpath changed during the active milling 

process. 

3.4 Validation 

The comparison of calculated feature vectors in Python to 

the microcontroller implementation only exhibited minor 

differences with a mean relative deviation of 0.006% be-

tween with a maximum difference of 0.022%. The result-

ing classification matched. During the shaker tests, the 

smart sensor produced correct classifications in real-time 

for replay of both the blunt and the sharp tool data seg-

ments. In the final deployment at the machine, the smart 

sensor continuously achieved reliable classification 

through the whole milling process. Only two incorrect clas-

sifications were observed during the sharp tool usage, 

whereas all blunt-tool operations were detected correctly. 

4 Discussion 

The results demonstrate that our five-stop development 

methodology is effective for rapid prototyping of a smart 

vibration sensor for tool condition monitoring. The system 
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reliably distinguishes between sharp and worn tools in both 

lab tests and real-world applications. 

The model has a small bias of occasionally predicting a 

sharp tool as blunt during short low-energy transition seg-

ments when there is no active cutting, as this occurs for 

both tool conditions. Validation shows that the feature 

pipeline is correctly implemented, with only minor devia-

tions probably due to differences in numerical precision of 

the systems. 

Through rigorous validation on our shaker test bed, perfor-

mance is comparable to traditional sensor setups with data 

processing on a dedicated acquisition and processing unit 

or in the cloud.  

Evidentially, low-cost hardware is generally able to cap-

ture the differences in vibration signature accurately 

enough to distinguish between the different tool condi-

tions. Although the raw measurement accuracy is slightly 

below that of industrial grade piezo sensors, the entire sys-

tem performance outweighs their advantages and allows 

for flexible adaptation and configurability. While tradi-

tional sensor setups often require complex cable manage-

ment and bulky data acquisition hardware, our battery-

driven solution exhibits quick time-to-measurement with 

minimal setup effort. The embedded algorithms and AI 

models potentially eliminate the need for any further data 

processing depending on the use case. However, the use of 

a battery also entails higher maintenance effort since the 

battery needs to be charged from time to time even at the 

most conservative energy saving modes. For a long-term 

monitoring setup, a wired setup with constant energy sup-

ply should be considered. Nevertheless, in contrast to tra-

ditional sensor setups, energy could be supplied to multiple 

sensors with a single (daisy-chain) cable reducing wiring 

to a minimum. 

Limitations of the presented solution contain limited data 

variance as we only conducted a few experiments. There-

fore, the results are limited to exactly this setup. No gener-

alization over milling with other materials, cutting param-

eters or machines can be applied. This will be the target of 

ongoing research in this field. 

5 Conclusion 

This work successfully developed and validated a wireless, 

retrofittable smart sensor system for vibration-based tool 

condition monitoring in milling machines. The Arduino-

based solution, featuring edge-deployed AI processing, 

achieved 97% classification accuracy in distinguishing be-

tween sharp and worn tools while operating entirely on-de-

vice. Careful and rigorous design and validation demon-

strated performance comparable to high-cost commercial 

reference systems despite using low-cost MEMS sensors. 

Key advantages include minimal installation effort through 

magnetic mounting, complete data privacy due to on-sen-

sor processing, and reduced integration complexity com-

pared to traditional wired monitoring systems. The valida-

tion process confirmed reliable real-world performance 

with only two false classifications during extended opera-

tion. While the current implementation is specific to the 

tested machining parameters and would require retraining 

for different setups, this approach represents a practical, 

cost-effective solution for predictive maintenance that sig-

nificantly lowers the barrier for implementing condition 

monitoring on existing milling equipment. Future work 

should address expanding the model's generalizability 

across different materials and machining parameters while 

maintaining the system's simplicity and ease of deploy-

ment. 
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