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Abstract 
We considered a digital twin system designed to handle visual information through virtual reality (VR) and fixed cameras. 
This system is part of a digital twin framework that has been proposed and managed over several years, specifically 
related to the production line of a component of an airplane engine. Several relevant tools are integrated into this frame-
work using technologies such as HTTP, gRPC and WebRTC. Our approach involves analysing the topology of the digital 
twin system and conducting a threat analysis using the STRIDE model. Based on this analysis, we propose mitigation 
strategies to enhance the resilience of the current configuration against potential cyber-attacks. 

1 Introduction 
Digital twins are generally defined as virtual representati-
ons of physical assets, systems, or processes that are conti-
nuously updated with real-time data, enabling analysis, 
prediction, and optimization across the asset’s lifecycle. A 
digital twin integrates the physical and virtual spaces 
through data, models, and services, forming a closed loop 
of information that supports monitoring, simulation, and 
decision-making. The digital twin as a three-part structure 
composed of the physical entity, the virtual entity, and the 
data connections between them, emphasizing its role in 
lifecycle management and predictive analytics. Together, 
these definitions highlight the importance of real-time data 
integration and bidirectional communication as foundatio-
nal characteristics of digital twin systems ([1],[2]).  
Digital twins have gained significant attention in recent 
years as a key enabler for integrating physical systems with 
their virtual counterparts, enabling real-time monitoring, 
analysis, and optimization. Researchers increasingly em-
phasize the role of digital twins in improving system per-
formance, enhancing predictive maintenance, and support-
ing data-driven decision-making across diverse domains 
such as manufacturing, transportation, and smart cities. 
These studies illustrate the expanding scientific focus on 
digital twins as an essential component of cyber-physical 
systems ([1],[2]). 
Handling visual information within digital twin systems 
poses significant challenges due to the large volume, high 
dimensionality, and real-time processing requirements of 
such data. Beyond the inherent computational complexity, 
these visual pipelines introduce additional vulnerabilities 
that must be addressed through robust cybersecurity ap-
proaches. As a result, ensuring secure and efficient proces-
sing of visual information has become a critical aspect of 
maintaining the reliability and resilience of digital twin en-
vironments. 
This paper investigates a real-world environment for im-
plementing a digital twin system, incorporating video in-
formation, where multiple components interact using di-
verse communication protocols. Our objective is to analyze 

the network topology to identify its most vulnerable points 
and to propose suitable mitigation methods against poten-
tial cyberattacks.  
Chapter 2 provides an overview of the digital twin scenario 
under study. Chapter 3 details the network analysis metho-
dology and the rationale behind the proposed mitigation 
strategies. Finally, the conclusion summarizes the key fin-
dings and discusses future research directions. 

2 A Real World Digital Twin 
We utilize a camera-based topology during the assembly of 
an engine component, as previously reported [3]. The digi-
tal twin is implemented using the Asset Administration 
Shell (AAS), which provides a standardized framework for 
representing and managing the asset’s data and functions. 
AAS is a standardized digital representation of an asset in 
Industry 4.0. It defines how data, functions, and services 
related to an asset are structured and accessed. The hard-
ware topology used in this process is depicted in Figure 1.  

Figure 1  The topology of connected hardware including 
digital twin (AAS node). 

The visual system, comprising augmented reality (AR) and 
cameras, is capable of detecting any aspect of the work and 
automatically notifying the worker. This visual informa-
tion is integral to the digital twin aspect of the system. Va-
rious tools, such as AFOS (Agent and Server), CTDS (Ta-
cit Data Server), CTDS (Digital Assembly Master), Nu-
cleus Server, NVIDIA 3D Asset Bridging, and others, are 
interconnected via HTTP, gRPC, and WebRTC. However, 
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we will not delve into those specific details here as our pri-
mary focus is on cybersecurity issues, which are addressed 
in Figure 2. 

Figure 2  The topology of connected tools. 

3 Threat Analysis 
The STRIDE threat analysis model is one of the most es-
tablished frameworks for systematically identifying 
security threats in distributed and networked systems. Ori-
ginally introduced by Microsoft, STRIDE categorizes thre-
ats into six classes—Spoofing, Tampering, Repudiation, 
Information Disclosure, Denial of Service, and Elevation 
of Privilege—allowing researchers to perform structured 
evaluations of system vulnerabilities. Its applicability has 
been demonstrated across various cyber-physical systems, 
including IoT, cloud infrastructures, and digital twins ([4-
6]). These references establish STRIDE as a robust and 
academically validated approach for threat identification in 
complex digital environments. 
The STRIDE threat modeling framework is aligned with 
the requirements and terminology of ISO/IEC 27005 and 
ISO/IEC 15408, which provide standardized methodolo-
gies for information-security risk assessment and evalua-
tion. We applied the STRIDE threat-modeling framework, 
and the resulting analysis is summarized in Table 1. 

STRIDE threat Where it occurs 
Mitigation 
in design 

S-Spoofing 
gRPC (AFOS aga-
net and Server) 

mTLS with 
CA issued 
certificates 

S-Spoofing 
Nucleus, APIe, 
USD Connectors 

idP issued 
JWT tokens 
+TLS 

S-Spoofing 
AR/WebRTC Sig-
nals 

idP Authen-
tica-
tion+DTLS 

T-Tampering gRPC Traffic 

TLS integrity 
through 
mTTS 

T-Tampering 

HTTP (Nucleus 
/APIs/Connec-
tors) TLS 1.2 /1.3 

T-Tampering 
WebRTC media 
/data SRTP +DTLS 

R- Repudiation Backend Servics 

Certificate 
Identity 
+logging 

R- Repudiation Nucleus and APIs 

JWT to-
kens+ser-
ver  side 
logs 

R- Repudiation 
AR/WebRTC Sig-
nals 

Authentica-
tion signal-
ling logs 

I- Information 
Disclosure gRPC data 

mTLS enc-
ryption 

I- Information 
Disclosure 

Nu-
cleus/APIs/USD 
Connectors 

TLS encryp-
tion 

I- Information 
Disclosure 

WebRTC AR 
Streams DTLS +SRTP 

D- Denial of Ser-
vice 

Backend, APIs/ 
Signals, WebRTC 

Certificate 
and token 
checkre-
duce un-
authorized 
traffic 

E- Elevation of Pri-
vilage Nucleus and APIs 

idP role 
claims+ACL 
enforce-
ment 

E- Elevation of Pri-
vilage Backend Ervices 

mTLS iden-
tity binding 

Table 1  STRIDE threats and mitigations. 

We focused more on the communication links between the 
software components in our system and identified three 
principal communication methods as a use case: gRPC, 
HTTP, and WebRTC. These technologies were selected 
due to their widespread adoption and strong scientific foun-
dation, each of which is well documented in existing lite-
rature. Specifically, recent studies demonstrate the effi-
ciency and scalability of gRPC in distributed systems, the 
robustness and interoperability of HTTP in heterogeneous 
environments, and the low-latency, real-time capability of 
WebRTC for peer-to-peer communication [7-10]. Toge-
ther, these publications provide a solid scientific basis for 
understanding and evaluating the communication mecha-
nisms used in our environment. 
We systematically designed mitigation measures adapted 
to the security characteristics of each individual communi-
cation protocol: 
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A. mTLS for gRPC

Mutual TLS (mTLS) is an extension of standard Transport 
Layer Security in which both the client and the server au-
thenticate each other using X.509 certificates. This bidirec-
tional authentication ensures that only trusted components 
can join a distributed system, which is particularly im-
portant in microservice-based architectures using gRPC. 
Because gRPC is built on HTTP/2 and is commonly used 
for high-performance inter-service communication, 
securing these channels with mTLS provides confidentia-
lity, integrity, and strong identity binding for each end-
point. The use of mTLS is widely recommended in cloud-
native environments due to its proven security properties 
and compatibility with service meshes such as Envoy or 
Istio. The security foundation of mTLS is defined in the 
TLS 1.3 standard (RFC 8446) [7]. Its usage in our network 
is illustrated in Figure 3. 

Figure 3  mTLS for gRPC. 

B. TLS + Identity Provider (IdP) for HTTP

For HTTP-based communication, a widely adopted 
security pattern combines TLS encryption with authentica-
tion and authorization managed by an external Identity Pro-
vider (IdP). TLS provides transport-layer confidentiality 
and integrity for data exchanged between clients and web 
services, whereas the IdP—commonly implementing O-
Auth 2.0 or OpenID Connect—issues verifiable tokens re-
presenting user or service identities. This separation of 
concerns enables secure scalability across distributed digi-
tal-twin platforms and enterprise service architectures. 
TLS 1.3 (RFC 8446) establishes the cryptographic founda-
tion for secure transmission [7], while the identity-federa-

tion mechanisms are specified in “The OAuth 2.0 Authori-
zation Framework” (RFC 6749) [8]. The integration of 
these technologies offers robust authentication, flexible au-
thorization, and encrypted transport without requiring mo-
difications to the HTTP application logic. The usage of this 
components in our network is illustrated in Figure 4. 
Figure 4  TLS + Identity Provider (IdP) for HTTP. 
C. DTLS + SRTP for WebRTC

WebRTC real-time communication relies on Datagram 
Transport Layer Security (DTLS) and Secure Real-time 
Transport Protocol (SRTP) to protect media and data 
streams over peer-to-peer connections. DTLS provides 
TLS-equivalent security over UDP, enabling certificate-
based authentication and encryption during the handshake 
phase. Following key exchange, SRTP encrypts and au-
thenticates audio and video packets efficiently, minimizing 
latency—an essential requirement for AR/VR and interac-
tive real-time systems. DTLS is formally specified in RFC 
9147 [9], while SRTP is standardized in RFC 3711 [10]. 
Together, DTLS and SRTP constitute the mandatory 
security architecture of WebRTC, ensuring confidentiality, 
integrity, replay protection, and secure key negotiation for 
real-time multimedia communication. Figure 5 illustrates 
their usage in our network. 

Figure 5  DTLS + SRTP for WebRTC. 

4 Conclusion 
In this study, we examined a real-world implementation of 
a digital twin, particularly focusing on the component 
handling video information. Our analysis included the eva-
luation of all software tools used and their connection pro-
tocols, employing the STRIDE threat analysis methodo-
logy. From this, we compiled a comprehensive list of ne-
cessary mitigation measures applicable to this environ-
ment. The digital twin in question is actively utilized for 
visual information management within the production line 
of specific types of airplane engines. 
Our findings underscore the significance and complexity 
of cybersecurity challenges in this domain, exacerbated by 
the intricate nature of the software and communication pro-
tocols involved. As these complexities continue to escalate, 
we assert that cybersecurity design methods require heigh-
tened attention to effectively anticipate and mitigate future 
threats. 
Future research could expand on this work by investigating 
larger and more complex implementations of digital twins, 
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further contributing to the development of robust cyber-
security strategies in increasingly sophisticated technologi-
cal environments. 
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